
QPERATING PROCEDURES FOR ENSURING COMPLIANCE WITH CPNI RULES

Lenox Municipal Communications Utility (the "Company") has implemented the following
procedures to ensure that It is compliant wll:h Part 64 01 Title 47 or the Code 01 Federal
Regulations, Sutlpart U - ClISlemer Proprietary Networ\( Infonnatlon (CPNI), § 64.2001 through §
64,2011.

CoruDliarlCe Officer

The Company has Olppointed a CPNI Compliance Off.cer. The Comj>llance OffICer it re~ponsit>l..
ior ensuring Ihat the Company is in oom~iance with all of the CPNI rules The Compli,mce
Officer is elso the point of corrtacl for anyooe (internally or externally) with question~ about CPNI

EmploYee Training:

The CompliallCil Officer arranges fo' the training of employee>; on an ""nuel basis, and more
frequently as needed. My new employee is lrained when hired by the Company. Thil trainilg
i1cIudes, oot is not limited to, when employees are and are riOt authorized to use ePN!. and t~
authentication methods the company is using The delail of the training coo differ tlased 00

whether or not thi! employee he~ access to CPN!.

Aller the tramir>g, all employees are required to sign .. certification that theV have received
training on the CPNI rules, that they understand the Company's procedures for prolecting CPNI
and they underst~rid the Company's disciplinary process for inproper use of CPN!. T~

Company w~1 maintain a copy of the CPNI rule. in a cenlrallocation so al employees have easy
access 10 it.

EmploY8es 3re instructed thclt if they ever haw any questions regarding the use of CPNI, or if
they ~Te aware of CPNI being used imi=«>P"!rty by 3nvone, the! should contilct t~ Com.,.-ence
O1'lioer immedately.

The Company has establislled a specifIC disciplinary process for Improper USe of CPNI The
disciplinary ectlon is besed on the type and s....erity of t~ violatioo 300 c:ould include "ny or 3
combination of the following, retraining the employee 00 CPNI rutes, notation in the eml'loyee's
personnel file, formal wrrtten reprimand, suspension or temlin3tlon.

Thil disciplin3ry process is reviewed with all employees at the tima of the CPNI tr"'ning.

CUS;omer NotjfiGalion arid Request for Aporov~: to Uie CPNI

The Company has not asked for approval to use CPNI because it only uses CPNI in those
instanoes where it is permissible to use CPNI without customer appro\flll, e·9· to disouss existing
services, to market enhancements to service. t7le customer already subscrit'lM to, as required by
~w, etc. It does not share the customer's CPNI with any joint venl1Jre partner, independent
contractor or any other third party. For marketir>g campaign. the Company does mass marketin<;l
to all customers and does not do marketing based on CPN!.

If the Comp~ny receives" <:<311 from a customer II'hO wants to discuss service~ outside of the
customer's existing se.'Vice offertlgs, the customer seNice representative ~ses the oral
notificatlor. for one-llme use of CPNI to ob13ln epproval for the duration of the call. The customer
is told tholtthe approval to use the CPNI is limited only to t~ existing call



MilrktlUlg CIOlPllIQOI

Tho! Coml'3ny l!oe5 nm ""'" >lny CPNI for Its marl<llllng C!'ImpaOgos.

The Company doos 001 disclose S01 CPNI until Ute customer has tflln appropriately
authOO\iealed a. fD'Io....."

In-offl'''' v'-II _ !hII c~stomoH must ~. a "al'd p.hoto 10 matchlng the customer's account
inf""""hon

Custome....nll...1ed call _ lite customer is lIulhenticate<l by PftMtIing an an.-; 10 a pre­
established question and must be listed as a oontitCl on !he acr::ount

II lite cusk>mef wants to dis<:uS!5 cal dfl\lli inf"""ab<>n that requ,res a passwcn:l, sino! lite
company dees nat use pas.......ds,!tIe fDIlawinlllludelirtes are followed:

• If the custr:lfTMlr c.an P'"cyicle all Df thfl call delad "'1DrmabOn (telepf>one number c.alled,
when it was called, the amo~nt 01 the cal, ale.) neee»&ry lD addros.s lhe custom9I"a
lss.ue. the Company will continllfl with ilS routme customer care proG&dUl'9s.

• 11 the CllStomer cannol: prov'da all Of 1M call datail Inf;:rmation 10 addre5!5 tha
ccstOO1e(a issue lhIl Company ""iU: (1) ca!llhIl customer bac~ at Ihe lelephone
numbw Of rSCOfd, (21 send the InfonT1ation to the Iddrelis ol record, o-r (3) ask the
CIIstomer to come Into the 01Tlce and pro.ide a valid pllolo 10

• Address of fIICOrtl.

The ootlflcat;on 1D thll CUlltomllf will bIl mllOllllithllr by a Company-orlginallld >'Oi<:ema~ or text
meolSoI9" to lite IeleplKlnll numbar of record Of s"nt to Ine ad-dl'95l1 (postal or electronic) of record

Tile Company has a process for tracking when II noliflOllhon is required and for recording 'NIlan
and how t~e ootifica1ion 1$ maoe

Notj!!cai'QO of Broaches

EmployllllS wiI inmed181ely ootily lite~ Officer 01 aoy Indication of" r:o-each. If ~ is
del9/Tl'lll'llld I:hal a lIr9llCh I\aS 0CCUrT8d the Cont~l8oceOllice< "'II do the 10110"'11>\1'

• Notify 11111 United States 5ecrel SarvioB (U5SS) arid the FedIlfaI Bureau of
Inv"sligallon (FBI) as soon "" plaClicable, tuI in no uwmll.iltar \hiOn 1 bun"" days
after determination Of \he breacfl. The notificaOOo wi. be ,iii the FCC link al
htl" ,,,... re, w)·<l>>wi.

• Not,fy CUStoI1'eNI onl~ atlIlf 7 fUll buslne!s days Niveo passed ~ince notil'k;ation ro the
USSS and the FBI, unlass th" USSS or FBI ha~ '"questlld sn IlXlllnslon

• If there Is an u'1l00t need to notrfy afflICted CU~lomers or the public aoonllr 1D avoid
inmediate and irreparable harm, ~ wil be done onfy afw consunation with the
relevoot in"'lstgating ogen~



• Maintain a record of the breach, the oomic~tions made to the USSS arn:t FBI, and the
notifications made to customers. Te.e record shook! incllJde dates of discovery and
notification. a detailed descril'lioo of the CPNi that was the subject of the tKeach, arn:t
the circumstances of lh' brucJ1.

• Inciude ~ summary 01 the breach in the annual compiianc, certifICate filed wit~. tlle
FCC,

Annual Cerflication

The Compliance Officer will fils a Compliance CerMcation with the FCC by March 1 of each year,
for data periainil'lg to the previoos calendar year.

Mi$Ceililneous

TIle Company takes reasooable measures to discover and protect aga'nst acti\lity tMt is
indicative of ,..elextillg, Employees are instructed to ootify fhe CPNi Compliance Officer
immediately of any unusual or suspicious activit)' WhO will the~ determine what action needs to t>e
taken,

Record Retention

The Company retains al information rnga,din<J CPNi in a secure file. Following Is the mirlimum
retenHon period the Company has 8stablis:,ed for sl'ecillc items,

• Breaches - two years
• Annual certificaUoo - six years
• Employee training certification - two years
• All other CPNI information - two years


